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Web Configuration Guide

Notes: This software version after the configuration function is completed; You must go to System Administration -

Configuration Administration - click Save; Otherwise, all configurations won't be saved after restarting the device; Or

simply click the icon in the upper right corner =) Save of the WEB page to save;
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1. Log in to the WEB world

1. Open a browser;
2. Enter the default IP in OOB standalone Administration port: http://192.168.0.10 or in vlanifl service port:
http://192.168.1.168 Press Enter;

3. Appear the login page, default username admin, default password admin;

Web management system

Welcome to login

4 Click the "Login" button to enter the web configuration interface.
2. Web overall page layout

The following picture is the overall effect picture you see after entering the web configuration interface:

10.2%

1 Go to "Device Overview" to view product information, CPU utilization, memory utilization, and system trend chart.

2 Click the menu tree on the left to expand the corresponding sub-menu link, click a certain sub-menu, swipe the card to
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expand the configuration item under that sub-menu, and configure it.

3. Click the "" button in the upper right corner to save the =) Save device-to-device configuration for this login.
4 Click the "" icon to set @ English ~ the page language (Simplified Chinese, English).

3. WEB Configuration Guide

3.1 System Administration
Expand this setup and you can manage configuration, restart devices, restore factory Settings, online upgrades, users,

logs, access configuration, SNMP, LLDP, UDLD, etc.

Systemn Management

3.1.1 Configuration Management
Configuration management: It consists of three parts: viewing running configuration, viewing startup configuration, and

configuration file management.



3.1.1.1 View the running configuration

2 A i Lo v n o e e N Frear et
n/:s I L/ Config Management

17 (3)(3) (7 (3 () )

(4] (5] () (o) (2] () I (77) (78] (s 0]

g-canfig Start—config Config Management

View running configuration: You can view all current configurations.

3.1.1.2 Check the startup configuration

/ Config Management

[13] (15)
B () (5) (2] (70 (32) (34) KR (7] () (s (0]

Running—config Start—config Config Management

zername admin p:

View startup configuration: You can view the configuration information that is loaded and runs when the switch
starts up.

3.1.1.3 Profile management

] -

B

[
[

Qe >
) E_I
(=] [=1 :
(=l [= :
2 [=1

[

[
[

=

E.

T

+ [ manioons |




Profile management:
(1) Upload configuration files: Configuration files can be uploaded to the switch and run. (2) Download configuration
file: You can download the current configuration file to your desktop to save.

3.1.2 Restart the device

W/ Syst

iy =ls] L/ Hebpat
ABEDDBEB
BOENDEORDEED

dotice: Click his bution, the device will restact|

Restart the device: Restart the switch to run.

3.1.3 Restore to factory Settings

AT mant / Aestore
) (35 u &) () (33 [5)
Tolblololelel Jullols

-Lf

Motice: Restore the factory Settings.Syatem restert automaticlly

Restore to factory Settings: Clear the current configuration and restore to factory default Settings.

3.1.4 Online Upgrade

Systern Management / Upgrade Seftware

A5
(5 (7] (5] ()
= (2] Gol (72) (74) KA () Cre) (9] (o)

(o] [

1, Upload upgrade

Online upgrade: Use the file menu to pass runtime code or configuration Settings, or configure the auto-upgrade

feature.



3.1.5 Users

~31, We have 1o modify tho related paasword and
authority T the user sxisis alresdy.

@

Tres lergth s B-37, and musst includs lower, upoer leblacs and numbers

*Camfirm Password: @

APrivilege;  Administrator w

-

*hlarme:

e Bngth 18 8-31. We 1o madity the retatad password and
ty I tha usor ex
The length 13 8-31, and must inalude lower, upoer lettars snd numibers
#Comfinm Password: ]

“Privilege:  viewer

e -

User: The login password of the switch can be modified and new users can be added.
3.1.6 Logs

log: Consists of three parts: log information, Syslog, and download log.



3.1.6.1 Log information

=

@ / System Management /

(][5 (7] (9] (1) (2] ()
B (2] () (&) (o) (2] (32) KR (7] (78] () (20)

Log Information Syslog Download log

O

% Refresh

197001401 08:00:41 G5M: truncate log file

1970,/01/01 0O8:00:41 GSM: 1970701501 08:00:10 G5M: busid 0 ilc 2e devid Oxc: found fanl:

Log information: The log function and the corresponding module can be enabled globally, and the log server
address and log level can be set.

3.1.6.2 Syslog
- b

(1 (31 (51 (7] (3] (4] (2] (18]
B (4] (5] (2] (o) (2] (4] KR (7] (73] (9] (o)

Lag Infomation Syslog Download log

Level: | disabled v
Syslog Server
[ 214
Syslog Ser 2
por 514
eg:192.168.1.1
Apply Refresh

Syslog: System logs.
BlLevel: The following six levels are available:
@Debugging: Debug the level of daily patterns to facilitate problem diagnosis and record detailed information.
@Informational: Primarily used to record information about meaningful events in a system or application.
@Notiﬁcations: mainly to view some critical state changes or important operation results in the system.

@Warnings: Check the warning messages sent by system programs.

- 10



@Errors: Check for errors in system programs, such as software crashes, hardware failures, etc.
@Disabled: Check if a feature or service is disabled or disabled.
Syslog Server 1: System log message Format Transport Protocol.
Port: Port number, which is usually associated with the syslog protocol.
Syslog Server 2: System Log Message Format Transport Protocol.
Port: Port number, which is usually associated with the syslog protocol.
3.1.6.3 Download the log

B/ Svstem b lanagement / Log
(0 (31 (50 (7] (2] (1) (59)
B (2] (5] (2] (701 (721 (] KR (7] (el (59 (o)

Lag Infomation Syslog Download log

TETP server:

File name:

Download log: Download log.
TFTP server: File Transfer protocol.
File name: The name where the file is saved on the server.

3.1.7 Access configuration

A/ Systern Mandosment [ Accoss
A o K 3
B (5 (5] =) (7o) (2] [7<] B (7] ) e (s

Access Settings:
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HTTPS service: It is a hypertext protocol used for network transmission.
HTTPS service: It is a protocol that adds SSL/TLS protocol to encrypted transmission on top of HTTP.
HTTP port: It is a port that manages the network and accesses the switch via the HTTP protocol.
Telnet service: It is a protocol used for remote management and configuration of switches.
Port: It is a port that manages the network and accesses the switch via the Telnet protocol.
SSH service: A secure remote access protocol.
Port: SSH Remote Access Protocol port.
3.1.8 SNMP
SNMP: Consists of five parts: global configuration, Trap configuration, view configuration, group configuration, and
V3 user configuration.

3.1.8.1 SNMP Global Configuration

SMNFE

A / Sysiem Management
(1 (21 (& (7] (] (01 (9] [38)
B (2] (5] (2] (o] (22 [14] IR (7] [pe] (18] (20)

Trap config View config Community config W3 user config

Location: | Unknown
itECt: | X@X

SNMP global configuration: Set up the SNMP functionality of the switch as a whole to enable network management

and monitoring of the switch.

- 12



3.1.8.2 Trap configuration

Add Trop

Trap configuration: It is a message actively sent by the managed device to the management station to notify the
management station of a specific event or status change. By configuring Trap, administrators can be informed of the
switch's operational status in a timely manner, so as to respond and handle problems quickly.

3.1.8.3 View Configuration

MbodifyView

=JawNarne:. | Beainys

TTyped  included
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“Wiewhame:
*Type!

=0

L RS

View configuration: Modify a view or add a view.
View configuration: A feature for customizing what is displayed and laid out in the user interface, through which
administrators can adjust the information presented in the switch management interface according to their own needs

and habits for more efficient management and monitoring.

3.1.8.4 Group Configuration

ModifyComminity

*Cemmunityhams: | Bt

“Warzong | vlc e

*Secipity mode: | Mone -

Rkl Vi | dafauliViaw w
Writes Viewr:  defauliView

Notify View: | dafaulliiew

o I

14



ACommunityame

*Worman:

*EECUAlY mods:

Food Views;

Wirle Yien s

oty View:

Group configuration: A protocol used to manage network devices, and a Community is an important concept in

SNMP. Group configuration involves setting parameters such as the SNMP group name.
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3.1.8.5 V3 User configuration

Addv3 User

*V3 User:

*Community:

Security mode: | None

Authenticati
ntication VD5
Type:

Passphrase:

(864 Chars)
Privacy Type: | DES

Passphrase:

(B8-64 Chars)

o I

User configuration: Add version V3 user configuration.
3.1.9LLDP

LLDP: includes global configuration, port configuration, and LLDP neighbors.

- 16



3.1.9.1 Global configuration

m 5 Refresh
Global configuration: The operation of enabling or disabling link layer discovery protocols to set the overall operating
parameters and functions of the switch that affect the global behavior of the switch, rather than targeting a particular

port or interface.

3.1.9.2 Port configuration

i Ielolwlo bl

Global Config art LLOP Meighbars

Part Serd Raceiwa Managemen! address

= @ an
/2 @ @
Foe @) [ o @

Port configuration: Set the working parameters and functions of each port of the switch to meet different network

requirements.

® Port status: Ports can be set to enable or disable. When enabled, the port works normally and can send and receive

data; When disabled, the port stops working and does not transfer data.

e Port rate: Set the transfer rate of the port according to the performance of the connected device and network

requirements, such as 10Mbps, 100Mbps, 1000Mbps, etc.
e Duplex mode: Half-duplex and full-duplex modes are available. In half-duplex mode, data can only be transmitted

in one direction at the same time; In full-duplex mode, data can be transmitted in both directions at the same time, which

improves port transmission efficiency.
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3.1.9.3LLDP neighbors

LLDP neighbor: Other devices directly connected to this switch that are discovered through the Link Layer Discovery
Protocol (LLDP).

3.1.10 UDLD

UDLD: It includes two types: port configuration and UDLD neighbors.

3.1.10.1 UDLD neighbors

ST W A3 )

PODRERRETEEHE

Fort I

> Refresh

Wl inferfaca WMo Deatection stata Plass Remots: DevicaiD Rarnols PortiD Romoto DevicaMarms

UDLD neighbor: A neighbor device identified through the Unidirectional Link Detection (UDLD) protocol.
3.2 Interface Management
Expand this setup and you can set up physical ports, Layer 3 interfaces, link aggregation, port mirroring, port statistics,

bandwidth trend charts, Fiber Info, etc.

Interface Management
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3.2.1 Physical Ports

B/ arfies Manwgment f Porl Marageman Save

1 Lot 8 B
Do 80 = B ik

M EIEEE 6 E

B E P R E E L EE
{3 Ratresh
Pt =1 S adum AulI-TIeg0. Spaed-cont Speeid Fhaw—olr] DGuplss L TasFTiame 1._vpi1ne
wal 1 ] Elisaet Copper = WG~ = disable Bl v - 16356 =
iz (-] Up Copper = G v 100 disable auln v G30h a08:a8

Physical port: A hardware interface that actually exists on a switch for connecting network devices.

B Savs

3.2.2 Layer 3 Interface

W/ Imorfaoe Marageman /49 intartoce

B Lo B Stz
Dow B PLE W Nern

[0 (39 (3 (71 (2 (3 (133 118
BEEDRBERDEEE

Ferfsce (= Syl £ B addrosy Ui Deserigkion Cpertlion

withe) Dawn wtatic 1R2IER0.10/24 - Em

anin = L st 192.168.1 168420 001350 Ed1 Deléls

g ! n Tonn ! Page, 20 anirgs e page

A / Interface Management / L3 Interface

(M EE @ E 0 E S
B (2] (&) I (o) KR (72) () (7 (781 (e (20)

Interface Namea: =ihC
vianif<1-4094>

|IP address:
8g:10:1.1.0/24 or 2000:3/84

Add Retum

192.168.0.1 0/24

fcumierface

Layer 3 interface: Can modify the current managed IP address of the switch.

Interface name: The current vlan group of the switch.
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IP address: The IP address of the switch service port vlanl.
3.2.3 Link Aggregation
Link aggregation: includes static link aggregation, port configuration, LACP, LACP status, LACP statistics.

3.2.3.1 Static Link Aggregation

Add static trunk

*Group I0: |1 w

*Load balanca mode: | Srchst Mac v

Clrettn xel/2 Txet/a Tlxetia Clxer/s Cleet/d Tlxet/? Tlxet)d
| |xet/o xa1/10 | laeld11 xe1/12 | Txe1/13 [ |xa1/14 | |xe1/18 | lxal/16
Cleet/17 Clest1s [ eat/19 [ col/20 Sslect All

&3 -

Static link aggregation: Static link aggregation is a way to manually configure link aggregation.
Group ID: Select how many groups of aggregation ports to set.
Load balancing mode: It refers to how the switch distributes data traffic to each member port in the link
aggregation group to achieve full utilization of link bandwidth and load balancing.
Port list: All ports.

3.2.3.2 Port configuration

A/ Interfnss Mansgement / Link-aggregation

(11 (39 (3] (7 (5) (31 (33} 8]
B 5 E & @ [ (7 5 [ )

Static link—agor Part LAGP LACP status LACP statistics

O Remesn
Port Tyoe Grouo 1D Mode Hey tirmeul. ForlFriorty
xal1/1 Nong « 1w Acﬂv_u -~ 0 Fasl ~
xa1/2 None 1 o~ Active 0 Fast w

Port configuration: Parameter setting and functional adjustment for each physical port involved in link aggregation

to achieve the desired effect of link aggregation.
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3.2.3.3 LACP

Bl Save
[

LACP: A protocol used to bundle multiple physical links into one logical link.
3.2.3.4 LACP state

B Save

e 5

LACP status: Link Aggregation Control Protocol.
3.2.3.5 LACP statistics

=Bt

. |

£ metresn

Pori Fatah Trangmit i

LACP statistics: Link Aggregation Control Protocol statistics are statistics of information about link aggregation groups

used to show how LACP works and the performance of link aggregation.
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3.2.4 Port mirroring

*SessioniD: |1 d

Txet/ [xetfz [axerss [xetfa [xet/s [ xeife [ |xe1/7
“SourcePert: | |xe1/8 [ |xe1/10 [ xet/11 [ |xe1/12

lea117 [lesif1e [ ea1/18 [ | oe1/20 Ssleat All

[ xel/s
et /13 [[lxe1/14 [ xe1/15 [ xe1/15

*Destination

xail
port:

“Cirection: | both

Port mirroring: refers to replicating traffic from one or more ports (source port) of a switch to another port

(destination port) for network monitoring and analysis.

3.2.5 Port statistics

Port statistics: including port rate statistics, port summary statistics, and port detail statistics.

3.2.5.1 Port rate statistics

A/ S Maragenmont Save
[ (31 (3] () (8] (0 (18] {5 8 ki
PEEREREEEEEE

Coun 8 A0 B Alers
Ralesiats Pt stats Detal port slats

m 3 Refresh Flefresh Thres: 50 Baoncks

- -
00T
EO{%)
BO{REE
4073
20
W= o = v - * 5 ® 5 > > > = 5 @
i & = o8
) A & o o & & & S ; & i Fa Py £ J\H‘ o & &8 &

Port rate statistics: The function of real-time monitoring and statistics of data transfer rates at each port of the switch.

3.2.5.2 Port Summary Statistics

B Intsacs Manaement / Port Statistics:

(3133 (8 071 (2] (1 (] (%2 m
B (3 (5 I st IR 5] () O () () (20

Hate stals Port atats Detail port stats

[ JESe

T

wan Sendsyte rem FecevernnEckel “SendDrogRacket ruin
w11 a
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Port summary statistics: A summary and presentation of key information about the switch ports so that
administrators can quickly understand the overall operational status of the ports.

3.2.5.3 Detailed statistics of ports

A [2 Save
703 (3 1) (9 () 03 12 s
> Eaiipal = JEp] 14l (6] (7] [36} [i=] [za] Dt AE M Al
iate slats *ort stat
' 1 “ I Refresh

Port detail statistics: Collect and display relevant data on each port of the switch so that administrators can
understand port usage and network traffic conditions.

3.2.6 Bandwidth trend chart

| Bandwidth Percent (xe1/1) e als

Bandwidth trend chart: A tool that graphically shows how bandwidth usage on a switch port or the entire network
changes over time.

3.2.7 Fiber Info

A B save
MOEEEE .
= TR = D - A CEm
O3 Refiesn
Porl  Stalu Filser Type Carmactor Wavalrer Lisyath COM  Vendrame Furter = ol Ppows oy pewerid Curr ot

Fiber Info: Fiber optic information.
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3.3 Business Management

Expand this setup and you can set up VLAN, MAC, Spanning-tree, ERPS, QINQ, NTP, DHCP Server, ARP, ND, NAT, etc.

L2 Business Management w

\ ] J___! !

3.3.1VLAN
VLAN: It includes four types: Port configuration, Port, Mac-vlan, Protocol-vlan.

3.3.1.1 Port configuration

1 2/ 2wt wa] al wead 6w [ 6 el 47 x B o) 8 [ 2131 w112 @1 (13wl T4 15 xat 1 & et/ 18l 4 cial /21

Port configuration: Setting parameters related to vlans for each port of the switch.

e Access mode: Ports can only belong to one VLAN and are typically used to connect terminal devices such as
computers, printers, etc. These devices only need to communicate with other devices within the VLAN they belong to

and do not need to handle traffic between different vlans.
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eTrunk mode: It allows ports to belong to multiple vlans simultaneously and is often used for connections between

switches or between switches and servers that support multiple vlans. It adds VLAN tags to the data frame to distinguish

data from different vlans, allowing data from multiple vlans to be transmitted over a single link.

eHybrid mode: Combines the features of both Access and Trunk modes, allowing for flexible configuration of how

ports handle data in different vlans as needed. It can either belong to one VLAN like an Access port and send unlabeled

frames, or belong to multiple vlans like a Trunk port and send labeled frames.

3.3.1.2 Port

A

F
BN | ER Rl

|
C Tolol ol elolulolols

A

vlan R,

E Apply 7 Refresh
Filter

Egress -

Egreas -
Port: port.
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3.3.1.3 Mac-vlan

e¢:00:01:02:03:04:05

Wan 1D

scops: 1 -4084. The ports must balong to the vian in
untag mode

Add

Mac-vlan: A virtual local area network partitioned based on MAC addresses.
MAC: Custom MAC address.
MAC mask: A MAC mask is a value used for bitwise logical operations with a MAC address, and
it is primarily used for more flexible matching and filtering of MAC addresses in scenarios such as VLAN division
based on MAC address or MAC address filtering.

Vlan ID: A unique identifier used to distinguish different virtual local area networks.
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3.3.2.4 Protocol-vlan

AddVian based on protocol

*Port! | xell

Frame—type:  ether2

Ether—type: ARP (0x0806)

Protocol Value:
HHHH, OX0666~0%FFFF
ian 1D

scope:1-4094 The ports must belong to the vian in
uritag mode

e -

Protocol-vlan: A way to divide a virtual local area network (VLAN) based on the type of network Protocol.

Name Description
Port Select a port
Frame type The data frame formats used by different network protocols
Ethernet type Field values that identify the upper-layer protocol in an Ethernet frame
3.3.2 MAC

MAC: including MAC table, static Mac, Mac configuration, MAC limi(port), MAC limit(vian).

3.3.2.1 MAC table

W Bunirees Monaoament | AAC

| Bl Save
(13 (5] (T 21 (91 ) {78y L S
A 5] () (7] ) R ) () (81 )

Foem & POE W Al
MAC Tatike Gati Mac Mac Tionfg A firiit{ et ] ST firritivian]

Ol o o [T

Muricar Mac

idd Tntortica Type. LpTima
1 202005 18,0384 1 nal {1 T (L
2 EROGESTASDEE 1 el dyreTic D03



MAC table: A table used by a switch to record the MAC address information of devices connected to its various ports,
also known as a MAC address table.

3.3.2.2 Static Mac

AddMAC bind

e0:00:01:02:03:04:05 or 0000-0002-00M

*Wian 1Dz

scopa: 14094

*Port: | xelf

Static Mac: A MAC address that a user manually configures and binds to a specific port of the switch.

3.3.2.3 Mac configuration

A / System Managernsnt

MEIE 7 E1 64 (3 (5
B () (5] IR o) R ) (e () (] ] (o)

MAC Table  Static Mac Mac Confio  MAC limitlport) MAC limitlvian)

MAC arddrass aging-time: 300

seope:| 0-1000000, Default300, unit: Seconds
Apply O Refresh

Mac configuration: Setting up various functions and parameters related to the MAC address.

- 28



3.3.2.4 MAC limi(port)
T Systern Maragemea:
[0 (3305 (7] (5 (9 (2] (8]
R (2] (=) I o i G741 o) 7] 8) (73] (o)

MAC Table

Static Mac Mae: Config (0%

B Apply O Refresh

Hport)  MAG limit(lan]

mac-timitiMax: 16383 Action

v
16283 broadcast
{2 16383

broadcast  w

MAC limi(port) : Port-based MAC address limit, which is used to set the upper limit of the number of MAC addresses
allowed to connect to a certain port of the switch. By setting a "MAC limit (port)" for a specific port, you can control the

number of devices connected to that port, prevent unauthorized device access or port abuse, and thereby enhance

network security and manageability.
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3.3.2.5 MAC limit(vlan)

Add Limit

Limit courit:

scopa:0-168383, default is 16383

broadcast w

Action if aver limit, defaull is broadeast

Lo R

MAC limit(vlan) : MAC address limits based on VLAN.

Name Description

Vian Id A number that uniquely identifies a virtual local area network (VLAN)

Limit count Limit quantity

The action taken by the switch when the number of MAC addresses
Action
reaches a limit

3.3.3 Spanning tree
Spanning tree: It includes global layout, port configuration, instance configuration, instance port configuration, and

loop detection.
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3.3.3.1 Global configuration

]/ Business Maiaies ning-tise
(3 (517 (=) () (39 (1)
IR (7] () g (o] I ) () (7] (e () ()

wril / Spa

Global Config Port nstance Config INST-PORT CONFIG
3 Refresh
Enzble
Mode stp ratp @ mam
32765
20
2 soope:i—10, Defaull:2 Seconas
Y 15 A4-30, Oefaulb15 Sscands
20 =140, Defaull-2
o ==
Narte 10:54.02.64:CE06
CIST Status
Bridge id Designated reol =
Regional rool e hops 20
Path eosl 8 Intermal path cost o
Tirme =ince Lopo change - Topo change count (i}
Poot port — (D}

Global configuration: Choose to enable or disable the Spanning Tree protocol feature.

3.3.3.2 Port configuration

ot Ergbis AdmirEsge

resiACIER)

Port configuration: Specific parameter Settings for each physical port of the switch in the spanning tree protocol for

precise control of port behavior to ensure stable and efficient operation of the network.
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3.3.3.3 Instance configuration

ACUMSETP Instance

*MSTL D |1

*Priority. | 32768

Crefaull is 32768

*Nlan Mapped:

separatad by """ Is scopesuch as 24-79/10-

18

Lo R

Instance configuration: Set the overall runtime parameters and characteristics of the spanning tree to accommodate

different network topologies and business requirements.

Name Description

MSTI ID Generate the identifier of the tree instance

Parameters used to determine the role and status of a switch in a spanning
Priority
tree network

VLAN mapping, which is used to associate and map specific vlans with
Vlan Mapped

spanning tree instances
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3.3.3.4 Instance Port Configuration

Port Fole Siptin Prictity AdmirCost Cirs Etige P2p iTime

Instance port configuration: Detailed Settings for each port in a spanning tree instance, mainly used to control the
behavior of ports in the spanning tree network.

3.3.3.5 Loop detection

u tasap: parring-irse T Sana

Loop detection: A function used to monitor and prevent loops in a network.

- 33



3.3.4 ERPS

Add ERFS

*Hing-ld:
*Port 01
*Port 1:

“Control Vian: | 1

1-4004, must added to beth ports n tog mods,

Wi Timeout: |1

Inrainutes 1-12; defaull Is 1 minutes:

Guard Timeout: | 500

In millisaconds 100-2000 10 the increments of 100ms, oefault 15 5O0ms

*Hold Timeout: | 0

In millisesonds 010000 n the incremants of 100me, default s 0

*Wersion:. | 2 ~

ERPS: A link layer protocol specifically designed for Ethernet ring networks, which can prevent broadcast storms
caused by data loops when the Ethernet ring network is intact, and can quickly restore communication between nodes

on the Ethernet ring network when a link is broken.

Name Description
The unique identifier used to identify different ERPS rings in the Ethernet
Ring-1d
Ring protection switching protocol
Port 0 Select the port
Port 1 Select the port
A VLAN dedicated to carrying ERPS protocol control messages.
Control Vlan Management and Control of the ERPS ring network can be achieved by
encapsulating the ERPS control message in a specific Control Vlan for
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transmission

It is an important parameter in the ERPS protocol used to set the time a

Wtr Timeout port waits to return to its normal forwarding state after a link failure has

recovered

Guard Timeout Protect timeout times

Hold Timeout Keep the timeout time

Version Version number of the ERPS protocol

3.3.5QINQ

B / Busiress Maresermenl | QING

@ Sare
(01 (31 3 (30 (3] () (=) (2)
PEEDEBEGDEEE

U Saitean
Do B FOE M A

i 100
nnnnnnnnn s

QINQ: Its main function is to add an additional layer of VLAN tags on the basis of the existing VLAN (Virtual Local

Area Network), forming a two-layer VLAN tag structure to achieve a more flexible network topology and user

management.

3.3.6 NTP

NTP: It includes both NTP client configuration and NTP server configuration.

3.3.6.1 NTP client configuration

NTP diient config

Mads: @ dizabled ) unicast brondoast

*Barver] 1

Sarver2:

Sarver3:

- 35



NTP client configuration: Use the switch as an NTP client and set the parameters related to its interaction with the

NTP server and synchronization of time.

Name Description
Patterns Select mode Toggle
Server 1 Select the server IP address
Server 2 Select the server IP address
Server 3 Select the server IP address
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3.3.6.2 NTP server configuration

# / Business Management / NTP

(0 (3] (3] (7] (5] () (33) (58]
B () () I (70 KR () (el 7] (%) () (o)

NTP client config NTP server config

NTP server config: | | Enable nip server

Local as master: | |stratum | 2

Apply 3 Refresh

NTP server configuration: The function of setting network time protocols and related parameters of the server.
3.3.7 DHCP Server
DHCP Server: Dynamic Host Configuration Protocol Server.

3.3.7.1 DHCP Pool Config

AddDHCF Pool Config

*Pool name:

lemgth:l —48

“Subnet mask:

e 192.188.0.1/24

* oase Hmed | 10 Day @ v Hours 0 w | Minules

Default galewsy:

e 192.168.0.1

Mame server!

Dormain server:

MNetBIOES Server:

DHCP Pool Config: Dynamic Host Configuration Protocol (DHCP) address pool configuration.
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Name Description
Pool name DHCP address pool name
Subnet mask Subnet mask
Lease time Lease time
Default gateway Default gateway
Name server Domain name server
Domain server A specific related domain name server
NetBIOS Server NetBIOS Name server

3.3.7.2 Leases List

W/ Bisliss WMonsgement / DHCR Seryar

WGIE I (3 )
D () (5 9 () W () 8 (7] (2] (] 28]
BHEP Poal Canfig Lemsas gt Btatic Leases Canfig Port Bind Coinfig
 Refresh
Humber WA address P gcidress

YoudaoplaceholderO List: A list of Leases.

3.3.7.3 Static Leases Config

Add Static DHCP Config

*DHCP Pool:

*IP address:

80:192.168.01

*MAC address:

Fevrma t:MM:MMMBM: MMM MM

Static Leases Config: Lease list configuration.
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Name

Description

DHCP Pool DHCP Address Pool
IP address IP address
MAC address MAC address

3.3.7.4 Port Bind Config

AddPort Bind Config

*DHCP Pool:

*Port: [xelfl

*|P address:

aq:192.168.0.1

Port Bind Config: Server port binding configuration.

Name Description
DHCP Pool DHCP Address Pool
Port Select a port
IP address Custom IP address
3.3.8 ARP

ARP: It includes three types: ARP table, static ARP, and ARP.
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3.3.8.1 ARP Table

LT Mur.'n::;uu.—l ¢ hAr B Save
(1 34 £ (70 00 €0 11 8y m i s |
B EDEREEEEEE O e

AHP Tatile Starin AHE aRE

e

-
Mumbs 1P aikdres MAC Ehatpiat part Typa Expirei] UpTime Cperation
1 192.166,1.100 207305180384 erift Dm 841 010510 Clam
2 192 168/1 102 IOEICHMATS vnift Dyn 71 G021 e
3 1B21681.123 FRO4AYEL0T-3 il i 1200 01HE2T Gl
4 107168 | 147 FIoAST 4 DE28:40 winiry Dyl 20 LR Cheat
L 192 168,1 180 DOEICOONTATS wonin o (i3 [ Clam
€ 182,166,1.186 CEED00 TRFA71 weriift D o 014525 Clas
7 192 166 1 193 PONCERER414 vnift Dyn B3 (PR e
2 192 168/1 200 TAAGADELFOEF il D 1160 01506 Claar
2 192 168 | 240 DAEDTRARS! D iy oWl 788 0208 Chaat
1 102168/1.25) BRARSTSSCE AT vioriny =1 P38 14500 Claw

e ﬂ - “Tutal e, 00 e pur page

ARP table: Address Resolution Protocol Table.

3.3.8.2 Static ARP

Add static ARP

*|P address:

egi192.168.1.1

2g:00:01:02:03:04:05 or 0O00-G000-0001

Add No

Static ARP: Static Address Resolution Protocol Table.

Name Description

IP address Custom IP address

MAC Custom MAC address
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3.3.8.3 ARP

A / Business Monagement | ARP

(R DD (7 () ()
16 (71 G I () A (5] O8] ) 781 ) 251

ARF Table Static ARP ARP

Lrnecut: Wi 18 300 me 6 20000, dafault 2060 sencinds

Intorfaca AR ga-titpal Saconds) Aip-proxy
&tk 1200 ]
wianif 1200

ARP: Address Resolution Protocol.

3.39ND

ND: includes ND Table and Static ND.

3.3.9.1 ND Table

i / Business Maragerment / ND

(0 (31 (30 (7 (3 (10 (3] (38)
IR (] (5] I (o) I (7 (73] (7] () (790 (0]

D Table Static ND

Interface ; ~

B Cne-key Config

Dl 1P aduress

Expire (5} UpTime Deration
1 240e30x54c2:83a1 dad:330b- DO H:BG G 20:23:08:18:03:84 wiarifl

Type
o 10280 010850 Helate
2 247e:3h0:34 0 yn

dOGTEA3E 220441500138 7808 01:48:37 Delate

ND Table: Neighbor Discovery Protocol (NDP) table.

3.3.9.2 Static ND

Add Static ND

“IP address:

eg:2000:

eg:00:01:02:03:04:05 or 000C-0000-0001

*Output port:  ethQ v

Interface choice

-
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Static ND: Static neighbor discovery.

Name Description

IP address Custom add IP addresses

Access control addresses, also known as physical addresses or hardware
MAC
addresses

An exit interface refers to the physical or logical interface that a switch uses to
Exit interface
send data packets to a target device.

3.3.10 NAT

A NAT

“MATType

“Marme:

‘protocgl:

HnsidelP:

*ingigePort:

*QutaldelP s

Spocify IFsuch as 192 1681 2
*OugicePorts

“interface:  ethQ

-

NAT: Network Address Translation.

Name Description
NATType Network address translation type
Name Name
protocol Agreement
InsidelP Internal network device IP address
InsidePort Port number
OutsidelP External network device IP address

vy



OutsidePort Port number

Interface Interface

3.4 Route Management

Expand this setup and you can make Settings such as View Routes, Static Routes, RIP, OSPF, VRRP, NQA, etc.

L@ Route Management

3.4.1 View the Route

i i i et = Sava

Hurrier Destinabon Mk Distaincs Moo Flage Goluvoy Dutpud port U Time

n Torbad | Frec
View routes: Administrators can view the current routing table information of the switch.
3.4.2 Static routing

Static routing: It includes two types, IPv4 and IPv6.
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3.4.2.11Pv4

Add static route

*Destination prefix:

ag:10.1.1.0/24 or 2000::3/64

=Gateway:

egi20.1.1. 3 or 2002:4

*Distanca: |1

scope:1-255
Track: || Enable

MGEA:

-

IPv4: 1Pv4, short for Internet Protocol Version 4, is a widely used network layer protocol that enables communication

and data transmission between devices in a network.

Name Description

Destination in prefix Custom IP address

Gateway Custom gateway address

A routing metric, or hop count, is used to measure the cost of a path to the
Distance
destination network

Monitoring Switch/Enable

44



NQA

Network Quality analyzer
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3.4.2.2 IPv6

Add static routs

“Diestination prefix:

eqi10.1.1.0/24 or 2000::3/64

*Galeway:

eg:20.1.1.3 or 2002::4

*Distance: |1

IPv6: An abbreviation for Internet Protocol Version 6, it is a new generation of network layer protocol designed to

replace IPv4.
Name Description

Destination in prefix Custom IP address

Gateway Custom gateway address
A routing metric, or hop count, is used to measure the cost of a path to the

Distance
destination network

Monitoring Switch/Enable

NQA Network Quality analyzer

3.4.3RIP

RIP: It includes RIP global configuration, interface configuration, and RIP network configuration.
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3.4.3.1 RIP Global Configuration

A [ Feite Mansg RIP
DEE
PIPBREEEDEEE

RIP netwrk setfing

C Refresh

RIP global configuration: The overall Settings made for the RIP (Routing Information Protocol) running across the

entire switch.

Name Description
Start Switch/Enable
RIP version The specific version of the RIP routing protocol used by the switch
Allocation Switch/Enable
Metrics Numbers that measure the quality of a route
Passive Switch/Enable
Updates Time interval/Event-triggered update/Routing information update
Timeout When a routing information is not updated within a certain period of time,

the switch will consider that there may be a problem or failure with the route

Loop Loop processing in the horizontal segmentation reversal mechanism

Redistribution Introduce routing information from other routing protocols or different
routing processes into the RIP protocol, or redistribute RIP routing

information to other routing protocols or different RIP processes in order to

achieve routing information sharing among different routing domains

- 47



3.4.3.2 Interface configuration

Moy IR ter fecie

“nterince; | i
Horizen; B

Send versian: | auto w

Faveive verdon! [auts w

Auth typer | nosuth v

ALtk charagien

.

Interface configuration: Set parameters related to routing functions for each interface of the switch. By configuring
the interface, you can precisely control how the routing protocol operates on each interface, ensuring the correct

exchange of routing information and data forwarding between the switch and other network devices.

Name Description
Horizontal A technique for preventing routing loops, mainly used in distance vector
segmentation routing protocols
Send version The version of the protocol that a switch uses when sending routing protocol

information through a specific interface

Accepted version The specific interface of the switch is prepared to receive and process the

version of the routing protocol information

Authentication type | Ensure that only authorized devices can participate in the exchange of routing
information, enhance the security of the network, and prevent illegal devices

from accessing and tampering with routing information

Authentication The key information for authentication, also known as the authentication key

characters
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3.4.3.3 RIP Network configuration

© Network:

eg10.1.1.2/24

Y Interface:  eth0

Interface choice

Lo IS

RIP network configuration: refers to setting up Routing functions based on RIP (Routing Information Protocol) to

enable the exchange of routing information and path selection between routers in a network.

Network: Custom IP address

Interface: Custom select interface mode

3.4.4 OSPF

OSPF: It includes OSPF global configuration, interface configuration, OSPF network configuration, and OSPF

neighbors.

3.4.4.1 OSPF Global Configuration

i/ Route Management [ DSPF

(1 G) () () (31 () () ()
I (2] (5] i (o (2] G G G738 36 (o)
Interface config OSPF network

DSPE global

OSPF neighbar

Enablas | |

RoutelD:  0.0.0.0 Format af DEFFS mutell, ke i acdress

_ | Gonneoted (Corrsctad rouls]
Radistribute: || Statle (Static routa)
_|RIP [RIF rodits)

O Refresh

OSPF Global configuration: OSPF Global configuration is the setting of overall parameters and functions for the entire

OSPF protocol to run on a switch, and these Settings have a global impact on all OSPF processes and related interfaces
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on the switch.

3.4.4.2 Interface Configuration

A Foute Manegamant § SPF [2 save
DEE @ E EE S BB St
BEEDEREREEEE a8 e W e
CEPFgichsl  wlerfsce confg  OSPF network  OSPF neighbor
 Refresn
FlagnCagmbty TR T Sy in J0T0T 55 O Deovaas AT Tirdmelwes O AWLAN Al s P Tumeistor 6200 0
Inferfnos Hatierk - Cost Hato litenss Daad Fiterval Priceity Auth typs Auth charmicier Oiperation

Interface configuration: Set parameters related to OSPF for specific physical or logical interfaces on the switch.

3.4.4.3 OSPF Network configuration

Add network

*Network:

eg:10.1.1.1/24

OSPF network configuration: Used to set the operating parameters and working mode of a switch in an OSPF
protocol-based network for efficient routing and network communication.

Network: Different segments or subnets connected to the switch, the main purpose of configuring the
"network" is to enable the switch to communicate with other devices in these networks via the OSPF protocol and to
achieve routing functions.

Shore: It is an important concept for the logical division of an OSPF network.

3.4.4.4 OSPF Neighbors

R ¢ Aenite Maragaries) | O5PF B S
(1G] (7 5 (B (3 ) LGN Skin
)6 () (3 (3] () 7] ) ) ) Gown 8 POE W A

OSPF glebal mlerfaceconfly  OEPFretwork  OSFF reighbor

O Rafresh

Muignbor O P Siate Digad Tene Addroms Intertace RimiL Rouil DBsml.

OSPF neighbor: Other routers that have established an adjacency relationship with this switch via the OSPF protocol.
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3.4.5 VRRP
VRRP: Includes VRRP configuration, VRRPP monitoring, and VRRP NQA.

3.4.5.1 VRRP configuration

FInterface:
*WRID:
scope:1—-255
Version: | 3 w
Mirtual IP:
Virtual IP

“Broadcas!

E 1000
Intarval time:

scope: 100-10000 ms

*Priority: | 100

scope:1-254, Default 100

“Preempt: @ enable ) disable

Apply No

VRRP configuration: Setting relevant parameters for the redundancy protocol of the virtual router to achieve

network reliability and fault tolerance.

Name Description

Interface A specific physical or logical interface used by VRRP to monitor the state of

the network.

VRID Virtual router identification
Version Different version numbers of the Virtual Router Redundancy Protocol (VRRP)
Virtual IP Avirtual IP is a logical IP address that does not actually exist on a certain

physical device but is jointly maintained by the routers in the VRRP group

AD intervals The time interval for the main router to send VRRP notification messages

Priority Important parameters for determining the roles of each router in the VRRP
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group

Preemption A mechanism for router role switching in a VRRP group

3.4.5.2 VRRPP monitoring

Add TRACK

WVRID:

*Trackinterface: | ethD

*Descend priority: |0

scope:1-254

o

VRRPP monitoring: The function of real-time monitoring of the relevant operational status and parameters of the

Virtual Router Redundancy Protocol (VRRP).

Name Description
VRID Virtual router identification
Monitor Interface A specific physical or logical interface used by VRRP to monitor the state of the
network
Downpriority A mechanism that dynamically lowers the priority of a router based on NQA's
monitoring of network status when VRRP is used in combination with NQA
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3.4.5.3 VRRP NQA

Add TRACK NQA

*WARID:

*NOAD 0

*Dascend
priority:

scope:1-254

Lo IS

VRRP NQA: A feature that combines the Virtual Router Redundancy Protocol (VRRP) with Network Quality Analysis

(NQA).
Name Description

VRID Virtual router identification

NQA It is primarily used for real-time monitoring of network performance metrics
such as latency, packet loss rate, jitter, etc

Descent priority It refers to the mechanism of dynamically reducing the priority of a certain
router based on the monitoring results of NQA on the network status when
VRRP is used in combination with NQA
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3.4.6 NQA

andpe:1-255
*DastiP:
192 168.1.1

*SourcelP:

*Frequancy:

scope:h—300, Default:30

spdpe: 1 -5 Seconds, Defaull:3

“Thrashold :

soope: 1—100, Default 10

Track: || Enable

Lo I

NQA: Network quality analysis.

Name Description

ID Customize your ID

Destination IP The IP address of the target device to which the NQA probe message is to be sent

Source IP The source address used when the NQA probe message is sent, that is, the IP

address of the interface configured on the switch for sending the probe message.

Frequency The time interval for NQA to send probe messages.

Timeout The maximum time that the switch waits to receive the corresponding response

message after sending the NQA probe message.

Threshold A key indicator limit value used to judge the performance status of the network.

Monitoring Enable/Turn off switches

3.5 Multicast Management

Expand this setup and you can set up multicast MAC, IGMP-Snooping, IGMP, PIM, multicast routing, etc.
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Cd Multicast Management w

3.5.1 Multicast MAC

AddMulticast

#Vlan I0;

xel /1 =el1/2
*Port list: xel/9 ®e1/10

cel/17 | leet/18 [

L

GO—-C0O01

xal/3 »a1/4 xel/5

%1 /11 w112 X113 |

cel/19 cel /20 Selecl Al

xel/6
xel/14

/7

x21/15

xe1/8
xel/16

Multicast MAC: A special MAC address used to identify multicast groups at the data link layer.

Name Description
Vlan ID Customize your ID
MAC Customize your MAC Settings
Port list All ports

3.5.2 IGMP-snooping

IGMP-snooping: It includes four types: IGMP-snooping, Group list, Vlan configuration, and static multicast.
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3.5.2.1 IGMP-snooping
W /[ Mutbicest Management / IGMP=znang 1ir

(1) (3023 (7) (3) () () ()
Clolol s jolellolulohol:

IGMP-snooping Group list Mlan config Static multicast Multicast

Enshis:
Sand guery:

Hast age—timas. 260 01 000, i 280 S
C Retresn

IGMP-snooping: The meaning of peer group management protocol snooping.

Enable: switch

Active query: A mechanism by which the switch actively sends IGMP query messages to know the status of
multicast group members.

Host aging time: The time set by the switch to wait for a host to be removed from the multicast group member list
if it has not received an IGMP report message or specific relevant information from a host.

3.5.2.2 Group list

Enopg B Sava

B L B Sutdoen

E‘@@.’E‘ L e B M

Vianconfig  Statie rulticast  Miticast

Hurnbar Vi 1D Multicast sgurts Muliicast addr Port Exgire |2} UpTime

Group list: Refers to a list of multicast groups.

3.5.2.3 Vlan configuration

Vlan configuration: Associate and configure multicast functionality with a specific virtual local area network (VLAN).
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Name

Description

Vlan ID Identification of a virtual local area network (VLAN)

Multicast A network communication method that allows a data source to
send the same data to multiple target devices simultaneously
without the need to establish separate connections and send data
to each target device.

Enable Enable

Get off multicast quickly

Quick Leave multicast is a mechanism that optimizes the handling

of multicast members leaving.

Max Response Time

Maximum response time

Active Query

The switch actively sends query messages to connected devices to

learn about the members of the multicast group in the network.

Query Version

Query version

Query message intervals

The time interval for the switch to send multicast query messages.

Query the source address of the

message

The source IP address used by the switch when sending multicast

query messages.
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3.5.2.4 Static multicast

o multicast

MNaulticast source

Whulficast eddr

xel/1 *e1/2 ¥a1/3 =l fa wzl /5 =1 /6 x&1/T xel /8

Partlist 7 2siva xe1/10 et Dlxeifrz [t T owif1a U w145 st B

cel/17 cel/18 ce1/18 cal/20 Belect Al

Returm

Static multicast: It means setting multicast parameters on a switch through manual configuration, allowing specific

multicast traffic to be forwarded along pre-set paths and rules.

Name Description
Vlan ID Identification of a virtual local area network (VLAN)
Multicast source The device or node that initiates the multicast data transmission
Multicast address A special IP address used to identify a multicast group
Port list All ports
3.5.2.5 Multicast

ArdMulticast

eg:01:07:02:03404:85 or B7 00-0C00--0001

wal/2 %173 | wet/4 [ lael/s xe1/8 %e1/7
“Port list: lxet/9  Llael/10 [lxel/1t xet/12 [Txe1/13 [l xe1/14 Tleet/15 [ xe1/18
cel/17 cet/18 [ |cel/ta cel/20 Seloclall

:

Multicast: A data transmission method that allows one device to send data to multiple target devices simultaneously

x4
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without having to send a separate copy of the data to each target device, thereby improving network efficiency and

reducing network bandwidth usage.

Name Description
Vlan ID Custom VLAN-ID
MAC Custom MAC
Port list Port list
3.5.3 IGMP

IGMP: includes interface configuration, static multicast, and Group list.

3.5.3.1 Interface configuration

WMediyPibatorfacs

inértacat | &M

Enutis [

Mhax Responss Tira! | 10

Bl -

Interface configuration: Primarily used for managing and controlling multicast port forwarding modes.

Name Description
Enable Switch
Query Version Query version
Query Interval Query interval
Max Response Time Maximum response time
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3.5.3.2 Static multicast

AddStatic multicast

“Interface: | eth0

Multicast source:

ag:192.168.1.11f empty(0.0.0.0).any source

*Multicasl addr:

8g:275.1.2.3

Apply No

Static multicast: It means setting multicast parameters on a switch through manual configuration, allowing specific

multicast traffic to be forwarded along pre-set paths and rules.
Interface: A physical or logical port on a switch used to connect to other devices.
Multicast source: A device or node that sends multicast data.
Multicast address: A special IP address used to identify a multicast group.

3.5.3.3 Group list

i/ Multlcast Mansgerment | IGMP

(30 (33 (397 (33 () (34 ()
& (5 (%) I (72 (2 (23] (78] (7] 8] %] 38

Interface config Static muiticast Group list

Number  Intarface Muilticast acidr Made Timar Sres Version LipTime

Group list: It is a display of information about the various groups configured on the switch. These groups can be
created based on different functions or purposes.
3.5.4 PIM

PIM: It includes both global configuration and interface configuration.
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3.5.4.1 Global configuration

Source ndoress:

ag:10,1.2.3:If emply, sourcs Is Q0L

Adad Mo

Add AP

“RP address:

Croup Addresa;
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= PIM

) (6 @ S @ B (B
PO EEAEEE

riterface config

keep-alve-timar: | 210

keep—alive—Llimer range is 31-60000 Defaul 210 Seconds

oin—prune-interval: | 60

oln—prine-interval range = 6-800, Defaultal Saconds

sgister—s pprass—time: | 60

kegp—alive-timer range is 5-5(

st vB-aacondan:
m 7 Refresn
Global configuration: A series of parameters and instructions that set the overall operational status and functionality
of the switch, which affect the global operational characteristics of the switch rather than local objects such as specific
ports or vlans.
Enable multicast routing: Switch
Ssmpingd: Placing specific multicast groups within the SSM range enables more precise multicast
forwarding and management, allowing the switch to perform more precise multicast data forwarding based on the source
address and multicast group address, improving the efficiency and security of multicast communication.
@Source address: Multicast source address.
Rp(rendevous point) : Multicast convergence point.
@RP address: The address of the convergence point.
@Group Address: Multicast address.
B- Keep-alive timer: Multicast alive timer.
Join-prune-interval: Refers to the priority of the interface when electing the specified router.
the Register - suppress - time: refers to the multicast registered holding time.

Send-v6-secondary: Send IPv6 helper (multicast) related functional Settings.
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3.5.4.2 Interface configuration

MomifyEIMRerfaoe

Hulle itervat s

Interface configuration: Setting the parameters and functions of each physical or logical port of the switch to meet
different network connection and service requirements.
Enable: Switch
Drpriority: Refers to the priority of the interface when electing the specified router (DR).
Hello Interval: Refers to the time interval for sending the Hello message."
Use Source: usually refers to the source address of the specified data packet.
3.5.5 Multicast routing
Multicast routing: includes Mroute Table and static multicast.

3.5.5.1 Mroute Table

(Sl tarsgement | Wallicast ol Bisavs
[0 (3 (BN (7 (B (01 (353 (351 LR S
P (5] () I () ) () 76 ) (0 i 8 202 W Bl

Mroute Trble Static multicast

T Ratresh

Murtibar Sourcs Brom Fruts it Dutpat = T

Mroute Table: Multicast Routing table.
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3.5.5.2 Static multicast

AddStatic multicast

Multicast source:

ag:192.168.1.1if emptyl0.0.0.0),any source

*Multicast addr:

*Inpul port:

*Culput port:

Static multicast: A manually configured multicast method used to implement specific multicast data transmission
control over a network.
Multicast source: A device or node that sends multicast data.
Multicast address: A special IP address used to identify a multicast group.
Inbound interface: Refers to a switch port that is statically configured for receiving multicast
traffic.
Outgoing port: The port on which the switch forwards multicast data out.
3.6 Security Management
Expand this setup and you can set up Settings such as port isolation, 802.1X, storm suppression, ACL, access control,

attack protection, alerts, traffic monitoring, RMON configuration, etc.

64



Cd MNetwork Security

3.6.1 Port Isolation

Addizolate—port

“Input port: | xel

Cutpul] | xa1/) wallz ¥alja el /4 xalf5 el 6 xe1/7 ¥a] /8
part: x21/9 xel /10 aal 11 wel/12 xal/13 xel/1d *#1/15 xa1/16
el T cel/19 wel/20 Select All

'l farward 1o selected oul-ports

Port isolation: Port isolation is a feature that isolates ports on a switch to limit communication between ports.
Access interface: Refers to a port that allows devices to connect and communicate normally.
Exit port: Refers to the port used when data is sent out from an isolated area.

3.6.2 802.1X

802.1X: includes global configuration, port configuration, and user.
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3.6.2.1 Global Configuration

(713 (3 (3) () () () ()
C lolol Ilelbiblplolol

802.1x suth Corfig

Enable @ Disable

Radius sarver Config

D scdrass:

o

Mac Format: ) With hypher *

0 Without hyphen =

Global configuration: All business ports

802.1x authentication configuration

Name Description

Patterns Choose enable or disable.

Radius server To be used for centralized authentication, authorization, and billing

management of network users.

Authentication update intervals The time interval between the switch and the authentication server

for regular updates of user authentication information.

Radius server configuration

Name Description
IP address The network address set by the switch itself.
Port The physical interfaces on a switch used to connect other network

devices also involve some logical Settings related to ports.

Authentication Shared password | A security key used when a switch communicates with an

authentication server, such as a Radius server.
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Number of authentication retries | The maximum number of times a switch attempts to communicate
with the authentication server to verify the user's identity while

the user authenticates the network.

Mac authentication address The address representation used by the switch for MAC address

format authentication and related specifications.

3.6.2.2 Port configuration
(I CIG B 00 63 08)
B (1 03) I Cro) (2] (3] (361 (7] 72 [s) [20]

Global Config Port Usar

1%

E apply 3 Refresh

Fort Enabile Auth moda

A/ BO2.1%
Mal
Slblwlelple

Global Config Port User

Fort Enable Auth mode

e v
xal /1 Auto
i Force auth fail
xal /2 Force auth success
MACAuth

xal /3 Aiifo v
Port configuration: Select the port
Authentication mode: The way devices or users connected to that port are authenticated. By setting the

authentication mode, the switch ensures that only authorized devices or users have access to network resources, thereby
enhancing the security of the network.

@ Automatic: The switch can automatically detect and adapt the authentication method supported by the
connected device.

@ Forced authentication fails: Set a specific port so that it is not allowed to access the network through
authentication regardless of the authentication information provided by the connected device or user.

@ Forced authentication pass: The switch defaults the device connected to the port to authentication pass
regardless of whether it is authenticated or the authentication information it provides is correct, allowing the device to
access the network.

- 67



@MAC authentication: The administrator configures a list of MAC addresses allowed to access in the switch in
advance. When a device connects to a port, the switch compares its MAC address with the list and allows access if it

matches. This is suitable for network environments where devices are relatively fixed and the number is limited.

3.6.2.3 Users

AddUser name

*Name:

*Password:

=Auth type: | mdb

e -

User: Create a new user.

Name: Custom name.

Password: Custom password.

Authentication type: The way a switch authenticates a user attempting to access the network or use
network resources.

@MdS: Used to encrypt information such as user passwords to enhance security during the
authentication process.

@Tls: Used to provide encryption and authentication functions in network communications to ensure
the security and integrity of data transmission.

@Mschava: A protocol used to verify user identity, mainly used in the Windows network environment,
functioning when the switch interacts with the user's device for authentication.

@Peap: It is a security protocol used for user authentication in wireless networks. Here are its features

and functions.
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@Ttls: Tunnel Transport Layer Security Protocol.
@Tlv: A data encoding format, not a common type of user authentication.
(?)Gtc: Authentication or generic two-factor authentication.

Sim: Authentication type SIM refers to the authentication method based on the user identification

module.

3.6.3 Storm suppression

W/ Netwirk Spcurity / Stomm Sontrol

MEIE EmEE}
I (] (=) I (7 (2] (23] (3] ] 9] (3] )
E Appay > Retresh
Part ‘Bropdonst Linknoyin-hesst Lnkrenam-ucsst
* - = - A
x=1/1 disabied v disabled v disabled -
xal /2 disabled v disabled v  disabled v

Storm suppression: A function used to prevent abnormal situations such as broadcast storms, multicast storms, or

unicast storms in a network.

Broadcast: When there are a large number of broadcast packets in the network, it causes the network bandwidth

to be greatly occupied, affecting normal data transmission.
Unknown multicast: Excessive multicast data flooding the network can also cause network congestion.
Unknown unicast: A large number of unicast data packets of unknown or incorrect purpose are constantly

spreading in the network, which also consumes network resources.

3.6.4 ACL

ACL: includes Packet Filter, ACL, ACL IP, ACL IPv6.

3.6.4.1 Packet Filter

Add Packet Filter

Apply Object: 7 Global @ Interface

Dt [ xetye /a3 [ xe1/4 | w15 wt/e [ xel)7
o lxerse | Ixe1 N0 | et/ | Ixet/12 | 2113 | 1 xel/14 | | xe1 /15
[Cieet17 [eetA18 [leel/19 [leel/20 SelectAl

-
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Packet Filter:
Application Object: Select all ports/individual ports.
Port: All ports.
ACL: It is a packet-filtering access control technique used to control how a switch forwards
network packets.
ACL IP: A collection of Access Control rules for IPv4 addresses in an Access Control List.
ACL IPv6: A mechanism used to control access rights to IPV6 network traffic.

3.6.4.2 ACL

Add ACL

scope: 1 -889

*Description:

(1-64 charsl.Only support digit, alphabet er —_

(LA

Co I
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Add Bule

=ACL Dz

*FulelD: {1-127)

TACTION: | deny ~ Statstic

SourceMAC: Mask

DiesibdAT: Plersk,

RAAD Fermial AR R RARAIRA-BARA, Bdiasle BATENARA A LA MRS AR PARA

Ether Type: Format: OxHHHH

War: = 11-4n34)

SourcelP: Plask

DestIP: Pask

Farmat ABC.D

Time-Range: ~any time is valid iT no input

e I

ACL: It is a packet filtering access control technique used to control how a switch forwards network packets.

Add ACL
Name Description
ACL id It is a number used to identify different lists of access control
Description Notes
Add Rule
Name Description
ACLID It is a number used to identify different lists of access control
Rule ID It is a number used to uniquely identify the rule
Action Select Mode
Source MAC The MAC address of the source device in the packet
Mask A mask is used in conjunction with an IP address or MAC address to
specify an address range
Purpose MAC The MAC address of the target device to which the data packet is to be
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sent

Mask A mask is used in conjunction with an IP address or MAC address to

specify an address range

Ether type Ethernet frame type, used to identify the upper-layer protocol carried in

an Ethernet frame

Vlan Quasi-local Area network

Source IP The IP address of the packet sender device

Destination IP The IP address of the target device to which the packet is going
Time-Range The time range in which ACL rules take effect. By setting a time range, it is

possible to control network access based on different time periods

3.6.43 ACLIP

{1-127)

: | dany v | Statistio |

IP protocol:
SourcePori:

DestPort:

C.0 orany

o any U s valld 1T no Inpuet

-

ACL IP: A collection of Access Control rules for IPv4 addresses in an Access Control List.

Add IP Rule

Name Description

ACLID The identifier of the access control list. It is a unique number or name used
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to distinguish different access control lists.

Rule ID It is a number used to identify each specific rule in the access control list.

Actions Actions are actions taken against IP packets that meet certain conditions, and
there are mainly the following two common actions.

Source IP Itis the IP address of the device that initiates a network connection or sends
a packet.

Mask It is mainly used in conjunction with the destination IP address to specify a

range of destination IP addresses.

Destination IP

Refers to the IP address of the destination device to which the data packet is

to reach.

IP Protocol

The type of protocol used by the network layer to define how data packets

are transmitted and processed in the network.

Source port

It is the port number used by the application or process that sends network

data packets.

Destination port

The port number listened to by the application or service on the destination

device to which the packet is going.

Time-Range

It is used to specify the time period during which ACL rules take effect.

3.6.4.4 ACL IPv6

@ ABdACL @ Add Aule

O Retrash

ACL IPv6: A mechanism used to control access rights to IPV6 network traffic.

3.6.5 Access control
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Access control: It is the fine-grained management of data traffic in an IPv6 network based on the rules configured
by the administrator on the switch to determine which traffic is allowed through the switch and which is denied.
IP address: The IP address of IPV6.
Service: A network service or application based on a particular IP address.

3.6.6 Protect against attacks

e

N/ Network Security / Attack Protection
(3]
B () (5) G (0] (2] (%) () (7] (78] (78] (o)
lgnor PING: Enable @ Disable
lgnere local device PING
SYN DOS ATTACK Enable @ Disable
TCP 3YN ATTACK protection
Apply > Refresh

Anti-attack: refers to a series of security protection functions that a switch has to detect and defend against various
network attacks in order to protect the security and stable operation of the network.
- Ignore PING packets:
Guard against SYN DOS attacks:
3.6.7 Alerting

Alarm: It includes two types: system alarm and link alarm.
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3.6.7.1 System alerts

T/ Nebwork Sacy
() (33 5 () (3 () () (%
C ool [olelololuloluls

Sy=tem alan Link alarm

irity / Alarm

= ]
lemory: |0
Povweer
CPU sage © 10.3%

Iemory usace: 63% (fresBB068 KB, total:235848 KB)

Apply < Refresn

System alert: An alert message sent by the switch in response to various abnormal conditions of its own system,
used to alert the administrator that there is a problem with the system operation of the switch.
Enable: Switch
CPU: Monitor to view the CPU
Memory: Monitor to view memory
Power: Monitor to view power
3.6.7.2 Link alerts

=

(1 () (51 (7] (] (1) (13 (28]
B (4] (5] g (ol (2] (] (] (7] (s (73] (0]

Systemn alarm Link alarm

E Apply 3 Refresh

@ Take sffect while global alarm enable

rark Security [/ Alarm

Porl Enable

*

xal/1
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Link alert: An alert message sent by a switch when it detects an anomaly in the physical link to which it is connected.

3.6.8 Traffic monitoring

Add Tralfc monitor

Ulxetfr [Clwxetfz _wet/3z [ xetfa [ Jxzer/s
v lwere | xerfto | ket /11 [ lxe112 | | we1/13 | Ixe1/14 | xe1/15 | |xe1/16
[Tee1/17 [oe1/18 | cel19 [ |ce1/20 Select Al

»al/6 |[_xef7 | |xe1/8

Direction:  Ingress ~

Rate—config!

unit:Bytes par seconcs Hate threshold scogeU- 10000000
o

Traffic monitoring: The function of monitoring and controlling the traffic flowing through switch ports in a network.

Ports: Select all ports.

Direction: Select the entry/exit.

Rate configuration: Configure the port rate.
3.6.9 RMON configuration

RMON configuration: includes four types: event group, statistics group, history group, and Alert group.
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3.6.9.1 Event Group

AddEvent Config

The event group number betwean 0-256(0nly fill
the deleta)

*Describe:

=ACTION:  none
Apply . No

Event group: A set of rules and operations defined for monitoring, documenting, and responding to specific events

that occur in a network.
Serial number: Serial number.
Description: Remarks.

Action: Configure mode options.
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3.6.9.2 Statistical groups

AddStatistical Config

*Number:

Statistical group number between 0-256(0nly il
the delete)

*Describe:

*Port: | xe1h v

Statistical port

Lo IS

Statistical Group: The statistical group is an important component of RMON for collecting and counting various

information about the network interface.
Serial number: Serial number.
Description: Remarks.

Port: Select the port.

- 78



3.6.9.3 History Group

AddHistery Gonfig

FNumber:

History team number betwean 0—=256(0nly fill the
delete)

*Sampling port: | xe1f

*Rampling interval:

Sampling interval batwaen 5-65535, unit:sac

=Sample maxnurm:

Sample maxnum batwesn 0-100

Lo S

History Group: A history group is a functional module used to regularly collect and store statistics on network

interfaces.

Serial number: Serial number.

Sample port: Select port.

Sampling gap: Refers to the time period during which a switch samples relevant data from a network
interface.

Maximum number of sampling bars: The maximum amount of sampling data that can be stored in

the history table.
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3.6.9.4 Alarm Group

Alert Group:

Addalarm Config

“lrnbers
Tre alarm el serial number betwesn 0-2560nly f

delatz)

*Bampling port: [xel/t

*hlarm parpmeters: | DropEvents

=Rampling interal:

Sampling interval between 5-855835, unitissg

‘Sampling Lype: absalute w

*Rizing threshoid:

The threshold vahie between 1-A20486 7205

oup inday, when the & fricge will activate the
ing =& everis, therar

*Falling threshotd:

*Falling svent:

o

Add alert group configuration

Name

Description

Serial numbers

Serial number

Sampling port

Select the port

Alarm parameters

Select Mode

Sampling intervals

Intervals are measured in seconds

Sample type

Select the sampling mode

Rising edge threshold

Used to determine when the upper limit alarm event is triggered

Rising edge event

When sampling a specified alert variable, if the current sampling value is
greater than or equal to the rising edge threshold (upper limit threshold) and
the previous sampling value was less than that threshold, the rising edge event

is triggered, generating an alert

Fall edge threshold

A lower limit alert is generated if the current sampling value is less than or
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equal to the falling edge threshold and the last sampling value was greater

than that threshold

Fall edge event A falling edge event is triggered when a specified alert variable is sampled and
the current sampling value is less than or equal to the falling edge threshold

(lower limit threshold), and the previous sampling value was greater than that

threshold, resulting in an alert

3.7 QOS
Expand this setting and you can set up traffic management, port speed limiting, traffic shaping, congestion

management, port priority, priority mapping, etc.

3.7.1 Traffic Management

Traffic management: includes flow policy application and flow policy.
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3.7.1.1 Application of Flow policy

Add Policy apply

wetft Clxat/2 Taetdd Ceerss Clxet/s aeife Tiret/7 Clxel/a
Porl et [amti10 [ el Cleetfiz [T lae1/13 lae1/14 [ J=et/i6 [ ==1/16
Llee117 [leat/18 | lee1/19 [ |cel/20 Salect an

=Tralflc poficy: v

Lo I

Flow policy application:
Ports: All business ports.

Flow policy: A flow policy is a collection of rules used to control and manage network traffic.
It can perform operations such as classification, tagging, shaping, and scheduling of network traffic based on different
conditions to achieve the rational allocation and optimal utilization of network resources.
3.7.1.2 Flow Policy

AddTraffic poloy

"Mames {1-84 chera),Only support digh, glphabet or —*_ L
“Traffic classiiy: @ any 7 Custom ) ACL MAT: £ ACLIP: s [ ) ACL IPvE:
SourcaMAC: Mask

Dlesthd A Maake

Frrmathad W BB NER M
EtharType: Format: OxHHHH
Visn: {1-40m4}

Mask

© Trofic montorCES = {54~1000C00), 4bos

" Pemark COS {0~7)
Ramark DSCP 063
*Traffia behavior:
© e WLAN (1-4094)

I Wirrar To xz it

| Redirecl To 221t

Add stream strategy
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Name Description

Name Custom name

Stream classification | Any: Match all flows.

2.Custom: Customize.

Source MAC Classify network traffic based on the source MAC address of the packet.

Mask A number that specifies which parts of an IP address are the network address

and which parts are the host address.

Destination MAC It means classifying network traffic based on the destination MAC address of the

data packet.

Ether type Refers to the protocol type field in an Ethernet frame, which is used to identify

the upper-layer protocol carried in the frame.

Vlan It means classifying network traffic based on the virtual local area network

(VLAN) to which the data packet belongs.

Source IP It means classifying network traffic based on the source IP address of the data
packet.
Destination IP It means classifying network traffic based on the destination IP address of the

data packet.

Popular Points to the specific actions or treatments taken on classified network traffic.

3.7.2 Port speed limit

daabied w disshled v dinabied - cizmaled

Port speed limit: In the Web interface of a switch, a port speed limit is a function that limits the rate of network

traffic on a specific port of the switch.
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3.7.3 Traffic shaping

AddTraffic shaping

| xeifr Llsende D heifd Ulweids Dleerfs lsel/s [lwstly lserfs
| lemtre ety [ mmtety w12 aet1a [ sa1/1a | et /15 [ am1 18
[Tesri1? [ e /18 T loe1/19 [ Jcot/20 Solact Al

Gueus! CIR(G-1000000), kbps PR (0~1000000), kbps, >=CIR

| Queus!

| Qusug):

| Gueus?:

| Queusa:

| Husued:

| Gueuss:

| Clususi:

_ | Quene?:

Traffic shaping: A technique for controlling and adjusting network traffic to optimize network performance, avoid
network congestion, and ensure quality of service for different businesses.
Port: All service ports.
Queue: Grouping.

3.7.4 Congestion management

A/ Q0S / Congestion mom

(0 (2] (3] (2 €21 (1) (58] (58]
0 () C5) I 701 (72) () (58] [17) (%) (%) (200

Queus schedule: — 57 @WAR ) DRR
@ Set up cless-of-servics polley and corraaponding welghts and delay

Weight 0- 1
Waight 1 2
Weight 2 3
Weight 3 4
Welght 4 6
Weight &5 &
Weight 6: 7

Waight 7 &

o R

Congestion management: Refers to the mechanism by which a switch controls and manages network traffic when
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congestion occurs in the network. Its purpose is to ensure the rational allocation of network resources and guarantee the
quality of service for critical business.

Queue scheduling: 1.SP (Strict Priority, strict priority)

2.WRR (Weighted Round Robin)

3.DRR (Deficit Round Robin)

3.7.5 Port priority

fi / Q0S5 / Default Prig

M EIE M) 07608
B (=) () G (o) () (72 %) () (3] () (o)

E Apply {3 Refresh
Port Default COS
* * L)
xel /1 0 w
xa1/2 0 W

3.7.6 Priority mapping

Priority mapping: includes COS and DSCP.

3.7.6.1 COS

Add COS map

Apply Objects 7 Global @ Intarface

Ports [ et/ lweti2 [ lxetf3 [wet/t [xelis [ laetfs [ xe1/7 | lae1/8

[Clwet/e [ “lam1/10 ae1f11 [Clxel/12 [Cixe1/13 lxet/14 [ xe1/15
| o117 |_leeti18 | el 19 | es1/20 Select Al

rxal 16
CO8 Start: 0 v
COSEnd: |0 -

CO3 Queum: 0 -

Map packst ta spesial queus aoo

-

COS: Service level.

Application object: Switch between all ports and individual ports.
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Ports: All business ports.

COS Start: Initial value for service level.
COS End: Service level end value.

COS Queue: Service level queue.

3.7.6.2DSCP

Add COS map

Clxetfn Cxevse Tlaenyd Dlxeet/a Clrerds [t/ [Tlxetf7 [Clzer/s
et et/ 10 Ixetftd [Clxet /12 Coxet/13 [ laet/18 [ oxet/15 [ oxet/16
Teetf17 leat18 ] eet/19 [ |eet /20 Select Al

WMode: © Disablz @ Al
DSCP Start:
OSGR End:
DSCF Mew:

Frionty: |0 w

Deflne a mapping foe diffsery co

o -

DSCP: Differential Service Code Point.
Port: Business port.
DSCP Start: It is the starting value setting for the new Differentiated Services Code Point (DSCP)."
DSCP End: is the end value setting for Differentiated Services Code Point (DSCP).
DSCP END: is the New differential services code point setting.
Priority: Priority.
3.8 Extended Management

Expand this setup and you can set up DNS, ONVIF, Time Range Config, Devices, VOIP, Diagnosis, etc.
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3.8.1 DNS

=

(I (BI(8) (7 (5] (1) () (58]
B (=)0 () (32 () (=) ) G8) ) )

gamant /[ DNS

DNS: Domain Name System.

Extend Management

Primary DNS: Primary Domain Name System server.

Secondary DNS: Standby Domain Name System server.

3.8.2 ONVIF
ONVIF: includes devices and configurations.

3.8.2.1 Devices
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Primary DNS:

Sacondary DNS:

Apply

3 Refresh

[ Save



3.8.2.2 Configuration

W | Extord Worwegerton) | OWGE

B Save
(3] (5] (7] (31 () (250 (59) R
B () o) 0 L) 3 () (3 O ) ) ) Gl B FCE M N
ONVIF denvinas. Gilghal Cerfigy

Ennbk Atn-sizoovay’

Discosery Farodo: 3 (Defauk | v Miniles

[ [

Configure to enable Auto-discovey: Once this feature is enabled, the switch will automatically collect data such as
device type connected, port status, VLAN information, etc., and can use this information for network management and
monitoring. For example, it helps network administrators quickly understand device connections in the network,
facilitating tasks such as troubleshooting, resource allocation and network planning, and improving the efficiency and

convenience of network management.

3.8.3 Time Range Config

Adkd Tire—Flargs

“Tirne-Fangs: © shsolitn ” Puriccdic

Surln 00 @ M@Mlal 0

(=R E I R = s P

Tima:
tion ETue EWed EiThu BFn

Em -

"Time Range Config:" refers to the configuration of the time range.

3.8.4 Devices
T [ Exland Mecagemarnt | Denvesy (B Save
(1] (3] (51 () (8 (] (8] () W LB et
G ) o g ) (31 (s ] 7] 3] ) ) G B o= 0 Al
O Aefresh
Nurmbar fnkarfons wid MEL i

1 212 1 BOETIOINTITE =

Devices: device-related information.
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3.8.5VOIP

AddVOIP

eg:00:01:02:03:04:05 or BO00-0000-0001

eq: fifEf00:00:00

*Description:

eg.Cisco phana

Add No

VOIP: Voice over the network.

Add voip
Name Description
MAC Custom MAC address
Mask Mask
Description Description information

3.8.6 Diagnostic tests

Diagnostic tests: including Ping, TraceRoute, VCT.
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3.8.6.1 Ping

.-u.._._

Management / Diagnosis

@.II@---
B [« (5 G (10 (2] (4] (8] (7] (3] (39] (0]

Ping raceRoute VCIT

QP IPvE 3:192.7¢ : -

Ping: A function used to test network connectivity. It determines whether the network between the source device

and the target device is reachable and the connection is normal by sending an ICMP Echo Request packet to the target

device and waiting to receive an ICMP Echo Reply packet from the target device. Specifically, if the switch successfully

receives the reply from the target device, it indicates that the network connection between the two is normal; If no

response is received, it may indicate that the network is faulty, the target device is unreachable, or there is a device in

the middle blocking the transmission of the data packet. In addition, some information about the network connection,

such as round-trip time (RTT), can be obtained through the Ping command, which can be used to assess network latency.
3.8.6.2 TraceRoute

-"\lh .; - "

vt Vanaoer [ Diagnosis

NEENEEEE
PHEDREREDEEE

Ping raceRoute VCT

TraceRoute: A function used to track the path that network data packets take from the source device to the

destination device. It works by sending a series of packets with different time to Live (TTL) values to the destination
address, and each time the packet passes through a router in the network, the TTL value decreases by 1. When the TTL
drops to 0, the router returns an ICMP (Internet Control Message Protocol) timeout message to the source device. By
analyzing these returned messages, TraceRoute can determine the IP address and response time of each router the packet

passes through, thereby showing the packet's transmission path in the network. It helps network administrators diagnose
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network connection problems, determine the location of network delays, and detect network topologies, etc.

3.8.6.3VCT

[2 Save

VCT: The VCT of the switch is the Virtual Cable Test function. It uses TDR (Time Domain Reflectometry - time-domain
reflectometry) technology to detect the physical condition of network cables.
The VCT works by the switch actively sending a pulse signal to the wire, and when the signal encounters the end of the
cable or the point of failure, part or all of the pulse energy is reflected back to the source. VCT technology calculates the
distance the signal travels to or back to the point of failure by measuring the transmission time of the pulse signal in the

wire.
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